Call for Experts

Firmware update via IO-Link


Von den IO-Link Geräteherstellern gibt es eine Anforderung und den Vorschlag, ein neues Profil zum Thema „FW-Update via IO-Link“ zu erarbeiten.
 
Anbei finden Sie genauere Informationen




Die Arbeiten zur Definition und Umsetzung der Anforderungen erfolgen in Verantwortung der Projektgruppe für IO-Link Profile unter der Leitung von Hr. Andreas Bäumler, Siemens.

Projekttitel: „Firmware update via IO-Link“

Für diesen Arbeitskreis werden Spezialisten von Geräte- und Systemherstellern gesucht, die bei dieser Spezifikation eigene Erfahrungen und Anforderungen einbringen und aktiv mitarbeiten möchten.

Alle interessierten Mitgliedsfirmen sind eingeladen in dem Arbeitskreis mitzuarbeiten.

Eine Terminabstimmung zur Kick-off-Sitzung findet über Doodle statt.
http://doodle.com/7589mtk2rchixgnw

Bitte tragen Sie sich bei Interesse bis zum 14.02.2014 mit Emailadresse und Terminwunsch dort ein. Dies gilt gleichzeitig als Anmeldung zur Projektgruppe.

Die Sitzung findet in den Cosmopolitan Tagungsräumen am Frankfurter Hauptbahnhof statt. Die Tagungspauschale beträgt 45,-€ und ist von jedem Teilnehmer selbst zu tragen. Eine Einladung / Agenda an die registrierten Experten wird versendet.

[bookmark: _GoBack]Fragen zu der Projektgruppe und zur Mitarbeit richten Sie bitte an den Leiter der Arbeitsgruppe andreas.baeumler@siemens.com.







Call for Experts

Firmware update via IO-Link


From IO-link device vendors there is a requirement and proposal to elaborate a new profile concerning “Firmware update via IO-Link”. 

Enclosed you will find further information:




The definition and implementation of the requirements will take place under the responsibility of the project group “IO-Link Profiles” led by Mr. Andreas Bäumler, Siemens.

Project title: „ Firmware update via IO-Link“

We are looking for experts from device and system manufacturers who would like to contribute actively to this specification work with their experience and requirements.

All interested member companies are invited to participate in the project group.

Scheduling the kick-off meeting is done via doodle:
http://doodle.com/7589mtk2rchixgnw

Interested experts please register under this link by 14.02.2014 with your email address and preferred dates. This serves also as registration for the project group.

The meeting will take place in the Cosmopolitan meeting room at Frankfurt main station. The meeting fee is 45,-€ and the participants of the meeting have to carry the costs themselve. An invitation / agenda to the registered experts will be send out in due time.

Questions on the project group and possible attendance please address directly to the project group leader andreas.baeumler@siemens.com.
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Use cases 


• Development/Production (manufacturer) 


• After-sale service/Customized 


solutions/subsidiaries       (manufacturer) 


• Update/Upgrade in the field (customer) 


 


• Partial/complete Update 


 







Requirements 


• Firmware Update (FWUD) compliant to the IO-link protocol standard 


• Low complexity.  


• Independent from firmware formats and µC platforms 


• Clearly specified download protocol profile (state machine, commands, 


timings) 


• FW-Update via standard IO-Link master (hardware) preferred 


• Baud-Rate for FWUD like in standard communication 


• Protection mechanism to avoid incompatibility of Device/FW/HW 


• Common integrity check (CRC) (block/overall) 


• Recovery mode of the device in case of errors (protected bootloader) 


• Block transmission with ACK and retransmission 


 


 


 


 







Requirements 


• FWUD Profile test specification (Profile Tester) 


• Encryption of binary files (optional/not standardized) 


• IODD upgrade to support FWUD 


• Fast download time.  


• Minimal overhead 


 


 


 







Expected issues with std. IO-Link 


• Frame Length (only v1.0) 


• Timing/Response Time during Flashing 


• Pre Operate is not yet support by all masters 


• When does a FW update force a upgrade of: 


• Manufacturer certification? 


• IODD? 


• Device ID? 


 


 


 







Topology 


• Update via typ. masters • Update via spec. USB 
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FW-File


Transparent mode 


HEX
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Decoder 


Bootloader 
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Bootloader 


Interpreter 


Decoder 


HEX


Manufacturer specific standardized 







FW-File 


• Meta Data (mandatory) 


• Identification Key (Device/HW/FW compatible?) 


• Length of payload 


• CRC of payload 


• Annotation (fixed structure) 


• Version index of FW file (Allow further improvements) 


• Payload 


• Bin Format specified 


• Content (Addresses/Data/encryption) 


definable by manufacturer 


 







Command set 


• Download -> Force firmware download state 


• Check Id-Key 


• Get Com Parameters 


• Get Wait Time 


• Packet Send + ACK + CRC 


• Check Success 


• End Download -> Go to normal IO-Link modus 


 


 


Loop until 


download 


completed 







Work (estimated) 


• Clarify work-package ½ day 


• Timing/timeout solution 1 day 


• Meta Data ½ day 


• Special commands (Profile) ½ day 


• Appendix Test Spec 1 day 


• Documentation Profile 3 ½ days 


  7 days 







Timing 


• Flash Operation (erase/write…) need time! 


• IO-Link std. timing is critical 


• ACK/spec. timings… 


• Examples for download times 


• COM2: 1.3 kByte/s 


typ. COM2 IOL-device flash size 32k-> 24.6 sec. 


• COM3: 8.9 kByte/s 


typ. COM3 IOL-device flash size 256k -> 29 sec 
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