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 User point of view 9.4.2938 

The Data Storage mechanism for FS-Devices is based on the general mechanism for non-939 
safety-related Devices. It is described here from a holistic user's point of view as best practice 940 
pattern (system description). This is in contrast to current [1] or [2], where Device and Master 941 
are described separately and with more features then used within this concept.   942 

 Operations and preconditions for Device replacement 9.4.3943 

9.4.3.1 Purpose and objectives 944 

Main purpose of the IO-Link Data Storage mechanism is the replacement of obviously defect 945 
Devices or Masters by spare parts (new or used) without using configuration, parameteriza-946 
tion, or other tools. The scenarios and associated preconditions are described in the following 947 
clauses.    948 

9.4.3.2 Preconditions for the activation of the Data Storage mechanism 949 

The following preconditions shall be observed prior to the usage of Data Storage: 950 

(1) Data Storage is only available for Devices and Masters implemented according to [1] or 951 
[2] or later releases (> V1.1). 952 

(2) The Inspection Level of that Master port the Device is connected to shall be adjusted to 953 
"type compatible" (corresponds to "TYPE_COMP" within Table 78 in [1]). 954 

(3) The Backup Level of that Master port the Device is connected to shall be either "Back-955 
up/Restore" or "Restore", which corresponds to DS_Enabled in 11.2.2.6 in [1]. See 9.4.5 956 
within this document for details on Backup Level.   957 

9.4.3.3 Preconditions for the types of Devices to be replaced 958 

After activation of a Backup Level (Data Storage mechanism) a "faulty" Device can be re-959 
placed by a type equivalent or compatible other Device. In some exceptional cases, for exam-960 
ple non-calibrated Devices, a user manipulation is required such as teach-in, to guarantee the 961 
same functionality and performance. 962 

Thus, two types of Devices exist in respect to exchangeability, which shall be described in the 963 
user manual of the particular Device: 964 

Data Storage class 1: automatic DS 965 

The configured Device supports Data Storage in such a manner that the replacement Device 966 
plays the role of its predecessor fully automatically and with the same performance.   967 

Data Storage class 2: semi-automatic DS 968 

The configured Device supports Data Storage in such a manner that the replacement Device 969 
requires user manipulation such as teach-in prior to operation with the same performance. 970 

9.4.3.4 Preconditions for the parameter sets  971 

Each Device operates with the configured set of active parameters. The associated set of 972 
backup parameters stored within the system (Master and upper level system, for example 973 
PLC) can be different from the set of active parameters (see Figure 33). 974 

A replacement of the Device in operation will result in an overwriting of the existing 975 
parameters within the newly connected Device by the backup parameters.   976 

 977 
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 978 

Figure 33 – Active and backup parameter  979 

 Commissioning 9.4.4980 

9.4.4.1 On-line commissioning 981 

Usually, the Devices are configured and parameterized along with the configuration and pa-982 
rameterization of the fieldbus and PLC system with the help of engineering tools. After the 983 
user assigned values to the parameters, they are downloaded into the Device and become 984 
active parameters. Upon a system command, these parameters are uploaded (copied) into the 985 
Data Storage within the Master, which in turn will initiate a backup of all its parameters de-986 
pending on the features of the upper level system. 987 

In case of functional safety, commissioning cannot be completed without verification and 988 
validation of FSP and FST parameters as well as of entire safety functions according to the 989 
relevant safety manuals. 990 

9.4.4.2 Off-site commissioning 991 

Another possibility is the configuration and parameterization of Devices with the help of extra 992 
tools such as "USB-Masters" and the IODD of the Device away (off-site) from the machine/ 993 
facility (see Figure 34).  994 

The "USB-Master" tool will arm the parameter set after configuration, parameterization, and 995 
validation (to become "active") and mark it via a non-volatile flag (see Table 13). After in-996 
stallation in the machine/facility these parameters are uploaded (copied) automatically into 997 
the Data Storage within the Master (backup). 998 

 999 

Figure 34 – Off-site commissioning  1000 

 Backup Levels 9.4.51001 

9.4.5.1 Purpose 1002 

Within an automation project with IO-Link usually three situations with different user require-1003 
ments for backup of parameters via Data Storage can be identified: 1004 

• commissioning ("Disable"); 1005 
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Table 25 – SPDUOut  1244 

Offset Element name Definition Data type 

0 ArgBlockID 0x1005 Unsigned16 

2 SPDUOut0 Safety Protocol Data Unit out (octet 0) Unsigned8 

3 SPDUOut1 Safety Protocol Data Unit out (octet 1) Unsigned8 

… 

SPDUOutLength + 2 SPDUOuto Safety Protocol Data Unit out (octet o) Unsigned8 

 1245 

10.4 Safety Layer Manager (SLM) 1246 

 Purpose 10.4.11247 

The Safety Layer Manager takes care of the safety PDU, whenever safety communication has 1248 
been configured or of one safety bit, whenever OSSDe has been configured for a particular 1249 
port. It uses SMI services for this purpose as specified in 10.2.3 and 10.2.4. 1250 

It holds the FSP parameters consisting of the authenticity record and the protocol record (see 1251 
11.7.4) as well as of the FS I/O structure description (see Table A.1 and E.5.5) for the 1252 
FS_IO_Data_Mapper. 1253 

It checks correctness of parameters at each start-up of the FS-Device whenever the 1254 
FSP_VerifyRecord has been written during PREOPERATE. The safety communication layer 1255 
(SCL) engine will be started if all parameters are verified to be correct. Otherwise an error 1256 
message will be indicated and the SCL remains inactive or stops.  1257 

 FS_PortModes 10.4.21258 

The FS-Master shall support the following PortModes of standard NSR Masters: 1259 

• DEACTIVATED 1260 

• IOL_MANUAL (basis of SCL operation) 1261 

• IOL_AUTOSTART (usually only in case of totally unknown connected Devices) 1262 

• DI_C/Q 1263 

The PortMode DO_C/Q shall not be implemented in FS-Master (see also [21]). 1264 

In addition, the FS-Master shall support three FS_PortModes: 1265 

SAFETYCOM 1266 
This setting enables pure safety communication without NSR Process Data of a port. 1267 

MIXEDSAFETYCOM 1268 
This setting enables safety communication of SR and NSR Process Data of a port. 1269 

OSSDE 1270 
This setting enables OSSDe operation of a port. 1271 

All these PortModes can be set up via the SMI_PortConfiguration (10.2.1) and the ArgBlock 1272 
"FSPortConfigList" (10.3.3).    1273 

 FSP parameter 10.4.31274 

10.4.3.1 FSP parameter use cases 1275 

Figure 37 illustrates some use cases related to the FSP parameters (see A.1). 1276 
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 Port number 11.4.51510 

One octet carries the FS-Master port number or value of FSP_Port respectively (see A.2.2). 1511 
FS-Device returns the inverted value of the port number. 1512 

 Status and control 11.4.61513 

One octet is used in both transmission directions for the protocol flow of IO-Link Safety. Table 1514 
31 shows the signals to control the protocol layer of an FS-Device and a counter value for the 1515 
timeliness check together with a local watchdog timer adjusted through the "FSP_Watchdog" 1516 
parameter (see A.2.6). 1517 

Table 31 – Control and counting (Control&MCnt)  1518 

CB7 CB6 CB5 CB4 CB3 CB2 CB1 CB0 

Sequence 
counter, 
bit 2 

Sequence 
counter, 
bit 1 

Sequence 
counter, 
bit 0 

Reserved 
("0") 
 

Reserved 
("0") 

Reserved 
("0") 

Activate safe 
state 

Channel fault 
acknowledge 
request 
(indication) 

MCount2 MCount1 MCount0 – – – SetSD ChFAckReq 

 1519 

Table 32 shows the feedback of the protocol layer of an FS-Device and the inverted counter 1520 
value for the timeliness check. The counter values are inverted to prevent from loop-back 1521 
errors. 1522 

Table 32 – Status and counting mirror (Status&DCnt) 1523 

SB7 SB6 SB5 SB4 SB3 SB2 SB1 SB0 

Sequence 
counter, 
bit 2; 
inverted 

Sequence 
counter, 
bit 1; 
inverted 

Sequence 
counter, 
bit 0; 
inverted 

Reserved 
("0") 

Reserved 
("0") 

Safe state 
activated  

Communication 
error: 
CRC or counter 
/port incorrect 

Communi-
cation fault: 
Timeout  

DCount2_i DCount1_i DCount0_i – – SDset DCommErr DTimeout 

 1524 

Table 33 shows the values of MCount and DCount_i during protocol operation. 1525 

Table 33 – MCount and DCount_i values  1526 

Phase MCount DCount_i 

Dec Bin Dec Bin 

Initial or after timeout 0 000 7 111 

Cyclic 1 001 6 110 

2 010 5 101 

3 011 4 100 

4 100 3 011 

5 101 2 010 

6 110 1 001 

7 111 0 000 

 1527 

 CRC signature 11.4.71528 

For the design of the CRC mechanism and the calculation of the residual error probability/rate 1529 
several parameters and assumptions are required: 1530 

• Explicit transmission of safety measures as opposed to implicit transmission. In this case, 1531 
formulas are available within IEC 61784-3, Edition 3.  1532 
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 Monitoring of safety times 11.5.51679 

Figure 54 illustrates IO-Link times and safety times.   1680 

 1681 

Figure 54 – Monitoring of the SCL cycle time 1682 

The base IO-Link system ("black channel") transmits SPDUs within the IO-Link 1683 
MasterCycleTime (see [1], Table B.1) from the FS-Master to the FS-Device and back. The 1684 
same SPDU, for example with MCount = 3, may be sent several times before the Safety 1685 
Communication Layer (SCL) starts the next SCL cycle with MCount = 4. In the meantime, the 1686 
FS-Master received the response SPDU from the FS-Device with DCount_i = 4. 1687 

Table 41 shows timing constraints. 1688 

Table 41 – Timing constraints  1689 

Item Constraints 

Synchronization At each start-up and after an FS-Master timeout, the FS-Master SCL uses MCount = 0  

SCL cycle time The SCL cycle time comprises the transmission time of the FS-Master SPDU, the FS-
Device processing time, the transmission time of the FS-Device response SPDU, and 
the FS-Master processing time until the next FS-Master SPDU (see Figure 54)  

Watchdog time The entire SCL cycle time is monitored by the watchdog timer, whose time value is 
defined by the parameter FSP_Watchdog (see A.2.6). 

Counter check The counter values are included in the cyclic CRC signature calculation. An incorrect 
CRC signature value will already lead immediately to a safe state. The immediate 
counter check in some states is used for discarding "outdated SPDUs".  

Repetition Repetition in case of detected incorrect CRC signatures is not provided 

PFH-Monitor The FS-Master holds the information about the reliability of both SPDU transmissions 
from the FS-Device and to the FS-Device (see Table 32, bit 1). Thus, the FS-Master 
monitors the average probability of a dangerous failure within a given time frame (PFH-
Monitor time). The FS-Master state machine is designed such that any corrupted 
SPDU leads always to a safe state. Whenever the unlikely event of a detected 
corrupted SPDU occurs during the shift of production or operation, the responsible 
operator is assigned to play the role of the PFH-Monitor and can tolerate the indication 
and acknowledge it. In case of frequent indications more often than once per PFH-
Monitor time, a check of the installation or the transmission quality should be 
performed (see Annex H.6).       

PFH-Monitor time (h) 10  FSP_ProtMode = 0x01; 16 bit CRC, see A.2.5 

10  FSP_ProtMode = 0x02; 32 bit CRC, see A.2.5 

   1690 

 Reaction in the event of a malfunction 11.5.61691 

11.5.6.1 General 1692 

Subclauses 11.5.6.2 to 11.5.6.10 specify possible communication errors. They are derived 1693 
from clause 5.3 in IEC 61784-3, Ed.3, and refer to Table 27 in this document. Additional notes 1694 
are provided to indicate the typical behavior of the IO-Link black channel. 1695 

FS-Device FS-Master

Watchdog
time

SCL
cycle
time

SCL
cycle
time

Watchdog
time

Watch-
dog
time

Watch-
dog
time

IO-Link 
MasterCycleTime
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FS-Master can only provide predefined "containers" for the resulting I/O data structure of the 2009 
FS-Device ensembles connected to the ports. In functional safety this is even more 2010 
complicated since the description of the data structures shall be coded and secured. 2011 

As a consequence of the variety of different configurations and parameterizations of a 2012 
particular FS-Device, it usually for example  2013 

• requires different I/O data structures to exchange with PLCs or hosts; 2014 

• has different reaction times due to configured high or low resolutions; 2015 

• can have different SIL, PL, category, or PFH values impacting the overall safety level of a 2016 
safety function. 2017 

The classic "fieldbus device description" to inform an engineering system is not flexible in this 2018 
respect. Its advantage is the testability and certification for its interoperability with engineering 2019 
tools.  2020 

Nevertheless, a "backward channel" within the tool interfaces allows for nowadays flexible 2021 
manufacturing and ease of engineering and commissioning. An example is specified in [14] 2022 
clause 4.15.5. 2023 

Annexes F.3.5 and F.9.4 specify an extension for this "backward channel". 2024 

11.10 Validation 2025 

It is the responsibility of the FS-Device designer to specify the necessary verification and 2026 
validation steps (for example tests; see H.6) within the user/safety manual and/or within the 2027 
"dedicated tool" (IOPD).       2028 

11.11 Passivation 2029 

 Motivation and means 11.11.12030 

Figure 63 illustrates the motivation for Port selective passivation. Usually for efficiency 2031 
reasons, the signals 0 to 7 of FS-Devices connected to Ports are not mapped individually to 2032 
an FSCP-PDU, but rather packed into one FSCP-PDU. Each of these signals can be assigned 2033 
to a separate safety function n to n+7. If a fault occurs in one of the signal channels, a 2034 
collective passivation for the entire FSCP-PDU would be necessary causing all safety 2035 
functions to trip.  2036 

 2037 

Figure 63 – Motivation for Port selective passivation 2038 

FSCPs usually provide so-called qualifier bits associated to the signal process data, which 2039 
enable selectively passivating that particular signal channel and the associated safety 2040 
function. 2041 

Safety of machinery usually requires an operator acknowledgment after repair of a defect 2042 
signal channel to prevent from automatic restart of a machine. It is not necessary to provide 2043 
the acknowledgment for each signal channel and it can be one for all the channels. 2044 

0

7
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Annex A 2098 

(normative, safety-related) 2099 

 2100 

Extensions to parameters 2101 

 2102 

A.1 Indices and parameters for IO-Link Safety 2103 

The Index range reserved for IO-Link Safety includes 255 Indices from 0x4200 to 0x42FF. 2104 

Table A.1 shows the specified Indices for IO-Link profiles, the protocol parameters (FSP) of 2105 
IO-Link Safety, comprising authenticity, protocol, I/O data structure records, and auxiliary 2106 
parameters as well as the total reserved range for IO-Link Safety, and the second range of 2107 
Indices for IO-Link profiles. 2108 

Table A.1 – Indices for IO-Link Safety  2109 

Index 
(dec) 

Sub 
index 

Object name Access Length Data type M/O/
C 

Purpose/reference 

… 

0x4000 
to 

0x41FF 

 Profile specific 
Indices 

    For example: Smart sensors 

Authenticity (11 octets) 

0x4200 
(16896) 

1 FSCP_Authen- 
ticity_1 

R/W 4 octets UIntegerT M "A-Code" from the upper level 
FSCP system; see A.2.1  

2 FSCP_Authen-
ticity_2 

R/W 4 octets UIntegerT M Extended "A-Code" from the 
upper level FSCP system 

3 FSP_Port R/W 1 octet UIntegerT M PortNumber identifying the 
particular FS-Device; see A.2.2 

4 FSP_Authent 
CRC 

R/W 2 octets UIntegerT M CRC-16 across authenticity 
parameters; see A.2.3 

Protocol (12 octets) 

0x4201 
(16897) 

1 FSP_ 
ProtVersion 

R/W 1 octet UIntegerT M Protocol version: 0x01; see 
A.2.4 

2 FSP_ 
ProtMode 

R/W 1 octet UIntegerT M Protocol modes, e.g. 16/32 bit 
CRC; see A.2.5 

3 FSP_ 
Watchdog 

R/W 2 octets UIntegerT M Monitoring of I/O update;  
1 to 65 535 ms; see A.2.6  

4 FSP_IO_ 
StructCRC  

R/W 2 octets UIntegerT M CRC-16 signature across I/O 
structure description block; see 
A.2.7  

5 FSP_TechParCRC R/W 4 octets UIntegerT M Securing code across FST 
(technology specific parameter); 
see A.2.8 

6 FSP_Prot 
ParCRC 

R/W 2 octets UIntegerT M CRC-16 across protocol 
parameters; see A.2.9 

Verification Record (23 octets) 

0x4202 
(16898) 

 FSP_VerifyRecord W 23 
octets 

RecordT 
 

M FS-Master sends this verifica-
tion record consisting of authen-
ticity and protocol parameters at 
PREOPERATE. This Index is 
hidden to the user; see A.2.10 

Auxiliary parameters 

0x4210 
(16912) 

 FS_ 
Password 

W 32 
octets 

StringT 
 

M Password for access protection 
of FST parameters and 
Dedicated Tools; see A.2.11 
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Index 
(dec) 

Sub 
index 

Object name Access Length Data type M/O/
C 

Purpose/reference 

0x4211 
(16913) 

 Reset_FS_ 
Password 

W 32 
octets 

StringT  M Password to reset the FST 
Parameters to factory settings 
and to reset implicitly the FS-
Password; see A.2.12 

0x4212 
(16914) 

 FSP_ 
ParamDescCRC 

R 2 octets UIntegerT  M CRC-16 signature securing 
authenticity, protocol, and FS 
I/O structure description within 
IODD; see A.2.13 

… 

0x4213 
(16915) 

to 
0x42FF 
(17151) 

 Reserved for IO-
Link Safety 

        

0x4300 
to 

0x4FFF 

 Profile specific 
Indices 

    For example: BLOB and 
Firmware update 

… 

Key M = mandatory;  O = optional;  C = conditional 

 2110 

A.2 Parameters in detail 2111 

A.2.1 FSCP_Authenticity 2112 

During off-line commissioning of an IO-Link Safety project, the default value of this parameter 2113 
is "0". During on-line commissioning, the user acquires the FSCP authenticity ("A-Code") from 2114 
the FS-Master via SMI service and propagates it to the FS-Device within an entire record as 2115 
described in 10.4.3.1. The FS-Master Tool shall only transfer entire authenticity blocks to the 2116 
FS-Device with correct CRC signature values such that the FS-Device can check plausibility 2117 
and correctness (see A.2.3).  2118 

In case the system is armed (FSP_TechParCRC ≠ "0") the FS-Device compares at each start-2119 
up (Port_Restart or PortPowerOffOn) its locally stored values with the values of the 2120 
FSP_VerifyRecord to detect any misconnection (incorrect port or FS-Master), see Annex G.  2121 

Some FSCPs provide extended authenticity. In those cases, the extended code shall be 2122 
included in this parameter. 2123 

Padding bits and octets shall be filled with "0". 2124 

A.2.2 FSP_Port 2125 

The FS-Master Tool identifies the FS-Master PortNumber of the attached FS-Device and 2126 
stores it in this parameter. Storage and checking of the parameter by the FS-Device 2127 
corresponds to A.2.1 and A.2.3. Numbering starts at "1". Thus, the FS-Device shall not accept 2128 
a "0".  2129 

Default PortNumber in IODD is "0" and means PortNumber of a particular Device has not 2130 
been assigned yet. 2131 

A.2.3 FSP_AuthentCRC 2132 

The FS-Master Tool shall only transfer entire authenticity blocks to the FS-Device including 2133 
FSCP_Authenticity and FSP_Port (see Table A.1).   2134 

For the CRC signature calculation of the entire authenticity block, the CRC-16 in Table D.1 2135 
shall be used. This CRC polynomial has a Hamming distance of ≥ 6 for lengths ≤ 16 octets. A 2136 
seed value "0" shall be used (see D.3.6). 2137 
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A.2.4 FSP_ProtVersion 2138 

Table A.2 shows the coding of FSP_ProtVersion. 2139 

Table A.2 – Coding of protocol version  2140 

Value Definition 

0x00 Not permitted 

0x01 This protocol version 

0x02 to 0xFF Reserved 

 2141 

A.2.5 FSP_ProtMode 2142 

Table A.3 shows the coding of FSP_ProtMode. 2143 

Table A.3 – Coding of protocol mode  2144 

Value Definition 

0x00 Not permitted 

0x01 0 to 3 octets of FS I/O Process Data; 16 bit CRC 

0x02 0 to 25 octets of FS I/O Process Data; 32 bit CRC 

0x03 to 0xFF  Reserved 

 2145 

A.2.6 FSP_Watchdog 2146 

The FS-Device designer determines the I/O update time and uses it as default value of this 2147 
parameter within the IODD. The I/O update time is the time period between two safety PDUs 2148 
with subsequent counter values (I/O samples) including possible repetitions within the IO-Link 2149 
communication layer (black channel; see 11.5.5). 2150 

With the help of the parameter default value (I/O update time), the transmission times of the 2151 
safety PDUs, and FS-Master processing times, the FS-Master Tool can estimate the total time 2152 
and suggest the value of the "FSP_Watchdog" parameter. 2153 

The value range is 1 to 65 535 (measured in ms). A value of "0" is not permitted. The SCL of 2154 
the FS-Device is responsible to check the validity at start-up and to create an error in case 2155 
(see Table B.1).  2156 

A.2.7 FSP_IO_StructCRC 2157 

An IODD-based non-safety viewer can be used to calculate this 16 bit CRC signature across 2158 
the FS I/O structure description within the IODD during the development phase. The algorithm 2159 
for the calculation is shown in Annex D. A seed value "0" shall be used (see D.3.6).  2160 

The safety-related interpreter of the FS-Master Tool transfers the entire instance data 2161 
together with the CRC signature to the FS I/O data mapper as shown in 10.4.3.1. 2162 

Table A.4 shows Version "1" of the generic FS I/O data structure description for FS-Devices. 2163 
With the help of this table, individual instances of FS-Device I/O Process Data can be created 2164 
via IODD and, amongst others, used for an automatic mapping of IO-Link Safety data to FSCP 2165 
safety data.      2166 

Table A.4 – Generic FS I/O data structure description  2167 

Item name Item length Definition 

IO_DescVersion 1 octet Version of this generic structure description: 0x01 

InputDataRange 1 octet Length in octets of the entire FS input Process Data including the 
4 or 6 octets respectively for the safety code (Control/Status, 
PortNumber, and CRC-16/32)    
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Item name Item length Definition 

TotalOfInBits  1 octet Number of the entire set of input BooleanT (bits) 

TotalOfInOctets 1 octet Number of octets with input BooleanT (including unfilled octets) 

TotalOfInInt16 1 octet Number of input IntegerT(16) 

TotalOfInInt32 1 octet Number of input IntegerT(32)  

OutputDataRange 1 octet Length in octets of the entire FS output Process Data including 
the 4 or 6 octets respectively for the safety code (Control/Status, 
PortNumber, and CRC-16/32) 

TotalOfOutBits 1 octet Number of the entire set of output BooleanT (bits) 

TotalOfOutOctets 1 octet Number of octets with output BooleanT (including unfilled octets) 

TotalOfOutInt16 1 octet Number of output IntegerT(16) 

TotalOfOutInt32 1 octet Number of output IntegerT(32) 

FSP_IO_StructCRC 2 octets CRC-16 signature value across all items (see Annex D.1) 

 2168 

Figure A.1 shows the instance of the FS I/O data description of the example in Figure A.2.    2169 

 2170 

 2171 

 2172 

 2173 

 2174 

 2175 

Figure A.1 – Instance of an FS I/O data description 2176 

Figure A.2 shows an example with FS input Process Data and no FS output Process Data. 2177 

 2178 

Figure A.2 – Example FS I/O data structure with non-safety data 2179 

A.2.8 FSP_TechParCRC 2180 

This document specifies two basic methods for the assignment of technology specific 2181 
parameters (FST). The FS-Device designer is responsible for the selection of the securing 2182 
method.  2183 

The method in 11.7.8 is based on IODD and suggests using one of the CRC generator 2184 
polynomials in Table D.1. If calculation of the CRC signature value results in "0", a "1" shall 2185 
be used. 2186 

The method in 11.7.9 depends on an existing FS-Device Tool (Dedicated Tool). Whatever 2187 
method is used, the tool shall display a securing code after verification and validation that can 2188 
be copied and pasted into the FSP_TechParCRC parameter entry field. 2189 

During commissioning a value of "0" can be entered to allow for certain behavior at start-ups 2190 
of the FS-Device (see 10.4.3.1). During production, this value shall be ≠ "0". 2191 

1 1 0 1 1 0 0 1 0 0 0 1 1 0 0 1

Transmission
direction Boolean octet 1 Boolean octet 2

Number of Boolean octets:    2
Number of Booleans:           13

Number of IntegerT(16):    1

LSOMSO

IntegerT(16) Safety code

6 octets

Non-safety
data

Padding bits

IO_DESCVERSION  01  0x01 
INPUT_DATA_RANGE  10  0x0A 
TOTAL_OF_INBITS  13  0x0D 
TOTAL_OF_INOCTETS  02  0x02 
TOTAL_OF_ININT16  01  0x01  
TOTAL_OF_ININT32  00  0x00 
OUTPUT_DATA_RANGE  06  0x06 
TOTAL_OF_OUTBITS  00  0x00 
TOTAL_OF_OUTOCTETS  00  0x00 
TOTAL_OF_OUTINT16  00  0x00 
TOTAL_OF_OUTINT32  00  0x00 
FSP_IO_STRUCTCRC  39464  0x9A28  
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For technology specific parameter block transfers > 232 octets, the SMI_PortCmd service 2192 
CMD = "0" (DeviceParBatch) specified in [21] can be used. 2193 

A.2.9 FSP_ProtParCRC 2194 

The FS-Master Tool shall only transfer entire protocol blocks to the FS-Device including all 2195 
protocol parameters (see Table A.1).   2196 

For the CRC signature calculation of the entire protocol block, the CRC-16 in Table D.1 shall 2197 
be used. This CRC polynomial has a Hamming distance of ≥ 6 for lengths ≤ 16 octets. A seed 2198 
value "0" shall be used (see D.3.6). 2199 

A.2.10 FSP_VerifyRecord 2200 

A record consisting of the authenticity and protocol parameters is transferred via the service 2201 
"SMI_PortConfiguration" (see 10.2.1 and 10.3.2) and stored within the Configuration Manager 2202 
of an FS-Master. At start-up during PREOPERATE, the FS-Master forwards this verification 2203 
record in write only manner to a "hidden" Index in the FS-Device (see 11.7.4). The FS-Device 2204 
uses this diversly handled record for verification of authenticity, protocol, I/O structure, and 2205 
technology parameters. This takes place during PREOPERATE after a Port_Restart (see [21]) 2206 
whenever an FS-Device has been replaced and parameter have been restored through Data 2207 
Storage mechanisms. It also takes place after port power off/on during commissioning through 2208 
SMI_PortCmd (see 10.3.2).  2209 

The record shall be transferred as a whole. Subindex access is not permitted. Index 0x4202 2210 
(16898) shall be "hidden" to the user; that is, it shall not be described within the IODD. 2211 

A.2.11 FS_Password 2212 

Purpose of this parameter is to secure the FST parameters of an FS-Device. It is the 2213 
responsibility of the FS-Device and Dedicated Tool designer to define the password 2214 
mechanism (e.g. setting/resetting, encryption, protection against easy capturing via line 2215 
monitors). Maximum size is 32 octets. Encoding shall be ASCII. A mix of upper/lower case 2216 
characters, numbers, and special characters shall be possible.   2217 

A.2.12 Reset_FS_Password 2218 

Usually, this password is published in FS-Device user manuals. With its help, a reset to 2219 
factory settings of the FS-Device can be performed including FS_Password. 2220 

A.2.13 FSP_ParamDescCRC 2221 

The purpose of this parameter is to secure the relevant descriptions of safety parameters 2222 
within the IODD against data falsification during storage and handling as shown in Figure A.3. 2223 
It contains the CRC signature calculated across the entire parameter descriptions within the 2224 
IODD according to the algorithm specified in E.5. The CRC-16 in Table D.1 shall be used. A 2225 
seed value "0" shall be used since leading "0" parameter values cannot occur (see D.3.6). 2226 

     2227 

Figure A.3 – Securing of safety parameters  2228 
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Annex D 2303 

(normative, safety related) 2304 

 2305 

CRC generator polynomials  2306 

 2307 

D.1 Overview of CRC generator polynomials 2308 

Hamming distance and properness for all required data lengths are important characteristics 2309 
to select a particular generator polynomial.  2310 

If the generator polynomial g(x) = p(x)*(1 + x) is used, where p(x) is a primitive polynomial of 2311 
degree (r – 1), then the maximum total block length is 2(r – 1) - 1, and the code is able to 2312 
detect single, double, triple and any odd number of errors (see [18]). 2313 

If properness is approved, the residual error probability for the approved data length is 2-r. 2314 

It shall be prohibited that the CRC generator polynomial used in the underlying transmission 2315 
systems, for example IO-Link, matches the CRC generator polynomial used for IO-Link 2316 
Safety.    2317 

Table D.1 shows the CRC-16 and CRC-32 generator polynomials in use for IO-Link Safety: 2318 

Table D.1 – CRC generator polynomials for IO-Link Safety 2319 

CRC-16/32 polynomial 
("Normal" representation) 

Data length 
(bits) 

Hamming 
distance 

Properness Reference Remark 

0x4EAB ≤ 128  ≥ 6 ≤ 7 octets [19] Suitable for 
functional 
safety 0xF4ACFB13 ≤ 32768 ≥ 6 ≤128 octets [19] 

≤ 65534 ≥ 4 

NOTE   Representation: "Normal": high order bit omitted 

 2320 

The CRC-16 can be used 2321 

• to secure cyclic Process Data exchange with a total safety PDU length of up to 7 octets, 2322 
i.e. 4 octets for safety Process Data and 2323 

• to secure the transfer of up to 16 octets of FSP parameters at start-up or restart. 2324 

 2325 

The CRC-32 can be used 2326 

• to secure cyclic Process Data exchange with a total safety PDU length of up to 32 octets, 2327 
i.e. 27 octets for safety Process Data and 2328 

• to secure the transfer and data integrity of the entire FST parameter set. 2329 

Additional parameters and assumptions for the calculation of residual error probabilities/rates 2330 
can be found in 11.4.7.     2331 

D.2 Residual error probabilities 2332 

Figure D.1 shows the results of residual error probability (REP) calculations over bit error 2333 
probabilities (BEP) for safety PDU lengths from 3 to 7 octets. 2334 

The REP is less than 0,9×10-9 for BEPs less than the required 10-2 at a length of 7 octets. 2335 
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 2336 

Figure D.1 – CRC-16 generator polynomial  2337 

Figure D.2 shows the results of residual error probability (REP) calculations over bit error 2338 
probabilities (BEP) for safety PDU lengths from 5 to 128 octets. 2339 

The REP is less than 0,5×10-10 for BEPs less than the required 10-2 at a length of 26 octets. 2340 

 2341 

Figure D.2 – CRC-32 generator polynomial  2342 
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CRC-32 lookup table (0 to 255) 

C45441EB 30F8BAF8 D9A14CDE 2D0DB7CD FFBE5B81 0B12A092 E24B56B4 16E7ADA7 

B380753F 472C8E2C AE75780A 5AD98319 886A6F55 7CC69446 959F6260 61339973 

57F85086 A354AB95 4A0D5DB3 BEA1A6A0 6C124AEC 98BEB1FF 71E747D9 854BBCCA 

202C6452 D4809F41 3DD96967 C9759274 1BC67E38 EF6A852B 0633730D F29F881E 

B850392E 4CFCC23D A5A5341B 5109CF08 83BA2344 7716D857 9E4F2E71 6AE3D562 

CF840DFA 3B28F6E9 D27100CF 26DDFBDC F46E1790 00C2EC83 E99B1AA5 1D37E1B6 

7C0478C5 88A883D6 61F175F0 955D8EE3 47EE62AF B34299BC 5A1B6F9A AEB79489 

0BD04C11 FF7CB702 16254124 E289BA37 303A567B C496AD68 2DCF5B4E D963A05D 

93AC116D 6700EA7E 8E591C58 7AF5E74B A8460B07 5CEAF014 B5B30632 411FFD21 

E47825B9 10D4DEAA F98D288C 0D21D39F DF923FD3 2B3EC4C0 C26732E6 36CBC9F5 

AFF0A10C 5B5C5A1F B205AC39 46A9572A 941ABB66 60B64075 89EFB653 7D434D40 

D82495D8 2C886ECB C5D198ED 317D63FE E3CE8FB2 176274A1 FE3B8287 0A977994 

4058C8A4 B4F433B7 5DADC591 A9013E82 7BB2D2CE 8F1E29DD 6647DFFB 92EB24E8 

378CFC70 C3200763 2A79F145 DED50A56 0C66E61A F8CA1D09 1193EB2F E53F103C 

840C894F 70A0725C 99F9847A 6D557F69 BFE69325 4B4A6836 A2139E10 56BF6503 

F3D8BD9B 07744688 EE2DB0AE 1A814BBD C832A7F1 3C9E5CE2 D5C7AAC4 216B51D7 

6BA4E0E7 9F081BF4 7651EDD2 82FD16C1 504EFA8D A4E2019E 4DBBF7B8 B9170CAB 

1C70D433 E8DC2F20 0185D906 F5292215 279ACE59 D336354A 3A6FC36C CEC3387F 

F808F18A 0CA40A99 E5FDFCBF 115107AC C3E2EBE0 374E10F3 DE17E6D5 2ABB1DC6 

8FDCC55E 7B703E4D 9229C86B 66853378 B436DF34 409A2427 A9C3D201 5D6F2912 

17A09822 E30C6331 0A559517 FEF96E04 2C4A8248 D8E6795B 31BF8F7D C513746E 

6074ACF6 94D857E5 7D81A1C3 892D5AD0 5B9EB69C AF324D8F 466BBBA9 B2C740BA 

D3F4D9C9 275822DA CE01D4FC 3AAD2FEF E81EC3A3 1CB238B0 F5EBCE96 01473585 

A420ED1D 508C160E B9D5E028 4D791B3B 9FCAF777 6B660C64 823FFA42 76930151 

3C5CB061 C8F04B72 21A9BD54 D5054647 07B6AA0B F31A5118 1A43A73E EEEF5C2D 

4B8884B5 BF247FA6 567D8980 A2D17293 70629EDF 84CE65CC 6D9793EA 993B68F9 

NOTE This table contains 32 bit values in hexadecimal representation for each value (0 to 255) of the argument a 
in the function crctab32 [a]. The table should be used in ascending order from top left (0) to bottom right (255). 

 2405 

D.3.6 Seed values 2406 

The algorithm for example in Figure D.3 does not mention explicitly any initial value for the 2407 
CRC signature variable in "*r". It is implicitly assumed to be "0" by default. This initial value is 2408 
sometimes called "seed value" in literature. 2409 

In 11.4.7 a seed value of "1" is required for the cyclic data exchange of safety PDUs. The 2410 
reason for that is the possibility for the FS-PDout or FS-PDin data to become completely "0". 2411 
Since it is a property of CRC-signatures for leading zeros in data strings not to be secured by 2412 
CRC signatures whenever the seed value is "0", the requirement in 11.4.6 is justified. Any 2413 
value instead of "0" could be used. However, a "1" is sufficient and faster since all of the 2414 
operations then are shifting and only the last one consists of shifting and XOR processing. 2415 

In A.2.3, A.2.9, A.2.7, A.2.13, and E.5.1, the seed value can be "0" since there are no leading 2416 
zeros within the data strings.   2417 
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E.5.7 FST and FSP parameters and Data Storage  2550 

FST parameters shall be described within the IODD. A "packed" parameter transfer via one 2551 
ISDU that is not described within the IODD is possible for Data Storage as long as the result 2552 
in the Device/FS-Device is the same as with discrete ISDUs (see 11.7.6). A manufacturer-2553 
/vendor is responsible to guarantee this behavior. 2554 

FSP parameters (authenticity and protocol) shall be described within the IODD also and are 2555 
part of Data Storage.  2556 

E.5.8 Sample IODD of an FS-Device 2557 

The following XML code represents the sample code of an FS-Device IODD. It refers to the 2558 
Process Data example in Figure A.2. A complete IODD file with name IO-Link-14-2559 
SafetyDevice-20180409-IODD1.1.xml can be downloaded from the IO-Link websites. 2560 

This sample IODD contains already calculated CRC signature values: 2561 

<?xml version="1.0" encoding="UTF-8"?> 2562 
<IODevice xmlns="http://www.io-link.com/IODD/2010/10" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"  2563 
xsi:schemaLocation="http://www.io-link.com/IODD/2010/10 IODD1.1.xsd"> 2564 
  <DocumentInfo copyright="IO-Link Community" releaseDate="2018-04-09" version="V2.1"/> 2565 
  <ProfileHeader> 2566 
    <ProfileIdentification>IO Device Profile</ProfileIdentification> 2567 
    <ProfileRevision>1.1</ProfileRevision> 2568 
    <ProfileName>Device Profile for IO Devices</ProfileName> 2569 
    <ProfileSource>IO-Link Consortium</ProfileSource> 2570 
    <ProfileClassID>Device</ProfileClassID> 2571 
    <ISO15745Reference> 2572 
      <ISO15745Part>1</ISO15745Part> 2573 
      <ISO15745Edition>1</ISO15745Edition> 2574 
      <ProfileTechnology>IODD</ProfileTechnology> 2575 
    </ISO15745Reference> 2576 
  </ProfileHeader> 2577 
  <ProfileBody> 2578 
    <DeviceIdentity deviceId="141" vendorId="65535" vendorName="IO-Link Community"> 2579 
      <VendorText textId="T_VendorText"/> 2580 
      <VendorUrl textId="T_VendorUrl"/> 2581 
      <VendorLogo name="IO-Link-logo.png"/> 2582 
      <DeviceName textId="T_DeviceName"/> 2583 
      <DeviceFamily textId="T_DeviceFamily"/> 2584 
      <DeviceVariantCollection> 2585 
        <DeviceVariant productId="SafetyDeviceVariant" deviceIcon="IO-Link-14-SafetyDevice-icon.png" deviceSymbol="IO-Link-2586 
14-SafetyDevice-pic.png"> 2587 
          <Name textId="TN_SafetyDeviceVariant"/> 2588 
          <Description textId="TD_SafetyDeviceVariant"/> 2589 
        </DeviceVariant> 2590 
      </DeviceVariantCollection> 2591 
    </DeviceIdentity> 2592 
    <DeviceFunction> 2593 
      <!-- profileCharacteristic= CommonProfile(16384) Safety(16385) --> 2594 
      <Features blockParameter="true" dataStorage="true" profileCharacteristic="16384 16385"> 2595 
        <SupportedAccessLocks parameter="false" dataStorage="true" localParameterization="false" localUserInterface="false"/> 2596 
      </Features> 2597 
      <DatatypeCollection> 2598 
        <!-- Data types for IO-Link Safety parameter. See chapter A.1. --> 2599 
        <Datatype id="D_FSP_Authenticity" xsi:type="RecordT" bitLength="88"> 2600 
          <RecordItem subindex="1" bitOffset="56"> 2601 
            <SimpleDatatype xsi:type="UIntegerT" bitLength="32"/> 2602 
            <Name textId="TN_FSCP_Authenticity_1"/> 2603 
            <Description textId="TD_FSCP_Authenticity_1"/> 2604 
          </RecordItem> 2605 
          <RecordItem subindex="2" bitOffset="24"> 2606 
            <SimpleDatatype xsi:type="UIntegerT" bitLength="32"/> 2607 
            <Name textId="TN_FSCP_Authenticity_2"/> 2608 
            <Description textId="TD_FSCP_Authenticity_2"/> 2609 
          </RecordItem> 2610 
          <RecordItem subindex="3" bitOffset="16"> 2611 
            <SimpleDatatype xsi:type="UIntegerT" bitLength="8"/> 2612 
            <Name textId="TN_FSP_Port"/> 2613 
            <Description textId="TD_FSP_Port"/> 2614 
          </RecordItem> 2615 
          <RecordItem subindex="4" bitOffset="0"> 2616 
            <SimpleDatatype xsi:type="UIntegerT" bitLength="16"/> 2617 
            <Name textId="TN_FSP_AuthentCRC"/> 2618 
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Annex F 3157 

(normative, non-safety related) 3158 

 3159 

Device Tool Interface (DTI) for IO-Link  3160 

 3161 

F.1 Purpose of DTI 3162 

For integration of IO-Link Devices in a Master Tool, IODD files shall be used provided by the 3163 
Device manufacturer. Syntax and semantics of these files are standardized (see [9]) such that 3164 
the Devices can be integrated independently from the vendor/manufacturer. 3165 

However, some applications/standards such as functional safety require a so-called 3166 
Dedicated Tool for e.g. parameter setting and validation, at least as a complement to the 3167 
IODD method. This Dedicated Tool shall communicate with its Device and is responsible for 3168 
the data integrity according to [3]. In the following, the term "Device Tool" is used within this 3169 
document. Without any additional standardized technology, such an IO-Link system would 3170 
force the user 3171 

• to know which Device Tool is required for a particular Device, 3172 

• to enter the communication parameters of the Device both in the Master Tool and in the 3173 
Device Tool and to keep the parameters consistent, 3174 

• to store consistent configuration and parameterization data from both the Master Tool and 3175 
the Device Tool at one single place to archive project data. 3176 

In addition, it would face the Device manufacturer 3177 

• with the necessity to implement the communication functionality for each supported field 3178 
bus system, and 3179 

• with the problem of nested communication whenever the target Device is located in a 3180 
different network and only a proprietary gateway interconnects the networks.. 3181 

A solution is the Device Tool Interface (DTI) technology specified herein after. It can be used 3182 
for safety (FS-Master/FS-Device) as well as for non-safety (Master/Device) IO-Link devices. 3183 

F.2 Base model 3184 

The Device Tool Interface (DTI) comprises three main parts according to Figure 62: 3185 

• An invocation interface between Master Tool and Device Tool 3186 

• A backward interface between Master Tool and Device Tool ("Backchannel") 3187 

• A communication interface between Device Tool and a Communication Server 3188 

The combination of these three parts leads to the following user interaction. 3189 

A Master Tool is supposed to be already installed on a PC running Microsoft Windows 3190 
operating system. A Device is configured with the help of the corresponding IODD file of the 3191 
Device manufacturer. This step includes assignment of port addresses and adjustment of the 3192 
Device parameters defined in the IODD. 3193 

Now, the DTI standard allows for associating Device Tool identification with IO-Link Device 3194 
identification. The Master Tool uses DTI specific mechanisms to find the Device Tool for a 3195 
given Device. It provides for example in the context menu of a selected Device an entry that 3196 
can be used to invoke the Device Tool. As soon as the Device Tool is active, it identifies the 3197 
selected Device. The user can instantly establish a communication with the Device without 3198 
entering address information and alike and assign parameter values. Assigned values can be 3199 
returned to the Master Tool using the Backchannel.  3200 

For the communication server part, DTI relies on technology specified in [16]. DTI comprises 3201 
mechanisms to store and maintain Device data objects (project data). 3202 
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F.3 Invocation interface 3203 

F.3.1 Overview 3204 

The invocation interface is used to transfer information from the representation of the Device 3205 
in the Master Tool to the Device Tool. In order to achieve a high flexibility and to be able to 3206 
identify different versions of the interface, both the description of the Device Tool capabilities 3207 
and the invocation parameters are stored in XML based documents. For the assignment from 3208 
Master Tool to Device Tool the system registry of the Microsoft Windows operating system is 3209 
used. 3210 

Figure F.1 shows the principle of the DTI invocation interface part.  3211 

   3212 

Figure F.1 – Principle of DTI invocation interface  3213 

Precondition for the mechanism is the availability of the Master Tool and all used Device 3214 
Tools on one and the same PC. 3215 

For the Tool invocation the following steps are required: 3216 

(1) As usual, the IODD file is imported into the Master Tool. The Device is configured and 3217 
communication settings are made. With the help of (SDCI) Device Identification data the 3218 
Master Tool is able to find the installed Device Tool and the directory path to the "Program 3219 
Interface Description" (PID) file. Annex F.3.2 describes this procedure in detail. 3220 

(2) The Master Tool reads the content of the PID file. This file contains information about the 3221 
interface version and the supported Tool functions. The structure of the PID file is 3222 
described in Annex F.3.3. 3223 

(3) Before launching the Device Tool, the Master Tool creates a new "Temporary Parameter 3224 
File" (TPF) that contains all invocation parameters. See F.3.4 for details. 3225 

(4) The Master Tool launches the Device Tool and passes the name of the TPF. See F.3.4. 3226 

(5) The Device Tool reads and interprets the content of the TPF file. 3227 

(6) The Device Tool deletes the TPF file after processing. See F.3.4. 3228 

F.3.2 Detection of Device Tool 3229 

F.3.2.1 Registry structure 3230 

In order for DTI to identify the type of an IO-Link Device, a specific, unique, and unambiguous 3231 
"SDCI_Device_Identifier" is used in the PC system registry and within the Temporary Para-3232 
meter File (TPF). 3233 
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Figure F.2 shows the structure of the DTI part of the registry. Each class in the diagram 3234 
represents a registry key. Each attribute in the diagram represents a string value of the 3235 
registry key. The semantics of the attributes is defined in Table F.1 and Table F.2. 3236 

 3237 

Figure F.2 – Structure of the registry  3238 

Since for an SDCI_Device_Identifier an unlimited number of "UUID" elements can be inserted, 3239 
the Master Tool shall handle all Tools of these "UUID" elements. 3240 

F.3.2.2 Device Tool specific registry entries 3241 

Each version of a Device Tool is represented by one UUID in the system registry. 3242 

The installation program of a Device Tool (32 bit or 64 bit) shall insert this UUID as key under 3243 
its appropriate registry path:  3244 

HKEY_LOCAL_MACHINE\SOFTWARE\IO-Link Community\DTI\Device_Tools   or 3245 

HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\IO-Link Community\DTI\Device_Tools    3246 

A Master Tool shall check both registry paths. 3247 

Within this key, two attributes with string values shall be used: 3248 

•  "PIDfile", containing the absolute path and name of the installed PID file, and 3249 

•  "ToolPath", containing the absolute path and name of the executable Device Tool file 3250 
including its file extension (.exe) 3251 

Figure F.3 illustrates registry entries for SDCI Devices and Device Tools. 3252 

 3253 

Figure F.3 – Example of a DTI registry  3254 
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F.3.2.3 Processing of the Registry Data 3297 

The installation program of the Device Tool is responsible to insert the keys in the system 3298 
registry as defined in Annex F.3.2.2. 3299 

Figure F.4 shows an activity diagram illustrating the detection of a Device Tool in the registry 3300 
via "SDCI_Device_Identifier". 3301 

 3302 

Figure F.4 – Detection of a Device Tool in registry  3303 

NOTE  All registry keys in Figure F.4 are relative to the path HKEY_LOCAL_MACHINE\SOFTWARE\IO-Link 3304 
Community 3305 

In a first step, the Master Tool gets the SDCI Device Identifier from the IODD of the selected 3306 
object in the Master Tool. Then all sub keys in the system registry path …DTI\SDCI Devices 3307 
shall be compared with this SDCI Device Identifier. If a sub key matches (excepting 3308 
wildcards), the UUID sub key of this key is used to find the PID file name in the registry path 3309 
DTI\Device Tools\<UUID>. Since the same PID file name can be found in different locations in 3310 
the registry, the context menu of the Master Tool shall only show the Device Tools with 3311 
different PID file names. As a last step, the information in the PID file is used to build the 3312 
menu items of the Master Tool (Figure F.5). 3313 

F.3.3 Program Interface Description – PID 3314 

F.3.3.1 General 3315 

The Program Interface Description (PID) file describes the properties of the Device Tool and 3316 
contains data which are required by the Master Tool to build menu items in its graphical user 3317 
interface (GUI). The PID file is an XML document. The corresponding XML schema is defined 3318 
in F.9.2. UTF-8 shall be used for character encoding. 3319 

This PID file shall be provided by the manufacturer of a Device/Device Tool and installed by 3320 
the installation program associated with the Device Tool. This installation program shall also 3321 
insert the name and installation path in the system registry (see F.3.2). 3322 
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The PID file allows the Master Tool to extend its GUI menu structure by the name of the 3323 
Device Tool such that the user is able to launch the Device Tool for example from the context 3324 
menu of a selected Device as illustrated exemplary in Figure F.5.  3325 

 3326 

Figure F.5 – Menu for Device Tool invocation 3327 

F.3.3.2 Structure of the PID file 3328 

The PID file is an XML based document and structured as described in Figure F.6. 3329 

 3330 

Figure F.6 – Structure of the PID file  3331 

The corresponding XML schema can be found in F.9.2. Namespace URI for this file is 3332 
"http://www.io-link.com/DTI/2016/06/PID". 3333 

The elements of Figure F.6 are specified in Table F.1. The column "SV" indicates the schema 3334 
version a particular attribute has been introduced.  3335 
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Table F.1 – Description of PID file elements 3336 

Element Attribute Type M/O SV Description 

ProgramInterface – – – 1.0 Root element 

DocumentInfo Version xsd:string M 1.0 Contains the schema version of PID 
interface definition. Also determines the 
newest TPF version supported by this 
tool. 
The value shall comply with the 
following regular expression: \d+(\.\d+)* 
In this version, the string "1.1" shall be 
used. 

General VendorName xsd:string M 1.0 Contains the name of the Device 
vendor 

ToolDescription xml:lang xsd:language M 1.0 Defines the language of the text. The 
"2-letter coding" or the "3-letter coding" 
as defined in ISO 639 shall be used. 

ToolName xsd:string M 1.0 Describes the function of the Device 
Tool. This text shall be used to extend 
the GUI menu items of the Master Tool. 
Default element in English language 
shall always be present. 

ToolDescription xsd:string O 1.0 Contains a short description of the 
Device Tool. 

Invocation Prefix – – – 1.0 With this element, the command line 
arguments of the called Device Tool 
can be modified. If a Device Tool is 
able to interpret different command line 
arguments, usually a prefix is used to 
define the semantic of an argument. 
If an InvocationPrefix is present in the 
PID file, the Master Tool shall insert a 
blank character as delimiter between 
the InvocationPrefix string and the file 
name of the TPF. 
To interpret the command line argument 
as a file name for a DTI call, a Device 
Tool shall be launched as follows: 
DeviceTool.exe -i "c:\tmp\TPF01.xml" 
In this case, the prefix "-i" shall be 
entered in the PID file. 

Name xsd:string O 1.0 Defines which command line prefix is 
used when the tool is launched. If this 
attribute is not present, only the file 
name of the TPF is used as command 
line argument. 
NOTE   Since the datatype "string" is 
used, blank characters (ASCII 32 dec) 
are allowed.  
XML Entities are allowed and shall be 
converted by the Master Tool. 

ConformanceClass Name xsd:string M 1.0 Contains the name of the conformance 
class (F.8.1). One of the following 
values is allowed: 
"C1", "C2", or "C3" 

OptionalFeature Name xsd:string M 1.0 Name of the implemented feature of the 
Master Tool as described in Table F.8. 

EntryPoints – – – 1.0 This optional element shall be used, if a 
Device Tool has more than one entry 
point. 

EntryPoint ID xsd:string M 1.0 This element represents an entry point 
of the Device Tool. Entry points are 
used to generate additional sub menu 
items in the "ToolDescription" context 
menu of the Master Tool. Using entry 
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Element Attribute Type M/O SV Description 
points a Device Tool can provide direct 
access to Tool specific views or 
functions. 
The attribute "ID" identifies an Entry-
Point. It shall be unique within a PID 
file. 

InfoText – – – 1.0 The element "InfoText" is used to 
define language dependent text 
information for description of the entry 
point. This information can be used to 
extend the GUI menu items of the 
Master Tool. An InfoText element in 
English language shall always be 
present here. 

xml:lang xsd:string M 1.0 Defines the language of the text. The 
"2-letter coding" or the "3-letter coding" 
as defined in ISO 639 shall be used. 

EntryPointName xsd:string M 1.0 Describes the function of the entry 
point. This text shall be used to extend 
the GUI menu items of the Master Tool. 

EntryPointDescription xsd:string O 1.0 Contains a short description of the 
entry point. 

 3337 

F.3.3.3 Example PID file 3338 

The following XML code shows an example content of a PID file with EntryPoints. 3339 

<?xml version="1.0" encoding="UTF-8"?> 3340 
<ProgramInterface xmlns="http://www.io-link.com/DTI/2017/02/PID" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" 3341 
xmlns:prim="http://www.io-link.com/DTI/2017/02/Primitives" xsi:schemaLocation="http://www.io-link.com/DTI/2017/02/PID 3342 
iosafe_pid_schema_20170225.xsd"> 3343 
 <DocumentInfo version="V1.0"/> 3344 
 <General vendorName="IO-LinkCompany"> 3345 
  <ToolDescription name="Configure THC" description="IO-Link-16 Safety Device" lang="en"/> 3346 
  <ToolDescription name="Konfiguriere THC" description="IO-Link-16 Safety Device" lang="de"/> 3347 
  <InvocationPrefix name="/"/> 3348 
 </General> 3349 
 <EntryPoints> 3350 
  <EntryPoint id="1"> 3351 
   <InfoText name="Offline Configuration" description="Offline Configuration" lang="en"/> 3352 
   <InfoText name="Offline Konfiguration" description="Offline Konfiguration" lang="de"/> 3353 
  </EntryPoint> 3354 
  <EntryPoint id="2"> 3355 
   <InfoText name="Online Configuration" description="Online Configuration" lang="en"/> 3356 
   <InfoText name="Online Konfiguration" description="Online Konfiguration" lang="de"/> 3357 
  </EntryPoint> 3358 
 </EntryPoints> 3359 
 <ConformanceClass name="C3"/> 3360 

</ProgramInterface> 3361 

F.3.4 Temporary Parameter File – TPF 3362 

F.3.4.1 General 3363 

Due to the large number of parameters to be transferred from the Master Tool to the Device 3364 
Tool, a parameter transfer by command line arguments is not a good solution. The necessary 3365 
syntax would become too complex to cover all aspects. 3366 

Instead, all required parameters are included into an XML file, called Temporary Parameter 3367 
File (TPF) by the Master Tool and thus, the name of the XML file is passed as the only 3368 
command line argument. If the Device Tool requires a command line switch, this information 3369 
can be extracted from the PID file. See "InvocationPrefix" in Table F.1 for details. 3370 

The XML schema for the TPF is defined in F.9.3. For character encoding, UTF-8 shall be 3371 
used. The Master Tool shall use the newest TPF schema version supported by both the 3372 
Master Tool and the Device Tool. 3373 
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      </Variable> 3447 
      <Variable variableId="V_ApplicationSpecificTag"> 3448 
        <Item subindex="0" state="initial" error="0" value="IO-Link Safety"/> 3449 
      </Variable> 3450 
      <Variable variableId="V_ErrorCount"> 3451 
        <Item subindex="0" state="empty" error="0" value=""/> 3452 
      </Variable> 3453 
      <Variable variableId="V_DeviceStatus"> 3454 
        <Item subindex="0" state="empty" error="0" value=""/> 3455 
      </Variable> 3456 
      <Variable variableId="V_DetailedDeviceStatus"> 3457 
        <Item subindex="1" state="empty" error="0" value=""/> 3458 
        <Item subindex="2" state="empty" error="0" value=""/> 3459 
        <Item subindex="3" state="empty" error="0" value=""/> 3460 
        <Item subindex="4" state="empty" error="0" value=""/> 3461 
        <Item subindex="5" state="empty" error="0" value=""/> 3462 
        <Item subindex="6" state="empty" error="0" value=""/> 3463 
        <Item subindex="7" state="empty" error="0" value=""/> 3464 
        <Item subindex="8" state="empty" error="0" value=""/> 3465 
      </Variable> 3466 
      <Variable variableId="V_ProcessDataInput"> 3467 
        <Item subindex="1" state="empty" error="0" value=""/> 3468 
        <Item subindex="2" state="empty" error="0" value=""/> 3469 
        <Item subindex="3" state="empty" error="0" value=""/> 3470 
        <Item subindex="4" state="empty" error="0" value=""/> 3471 
        <Item subindex="5" state="empty" error="0" value=""/> 3472 
        <Item subindex="6" state="empty" error="0" value=""/> 3473 
        <Item subindex="7" state="empty" error="0" value=""/> 3474 
        <Item subindex="8" state="empty" error="0" value=""/> 3475 
        <Item subindex="9" state="empty" error="0" value=""/> 3476 
        <Item subindex="10" state="empty" error="0" value=""/> 3477 
        <Item subindex="11" state="empty" error="0" value=""/> 3478 
        <Item subindex="12" state="empty" error="0" value=""/> 3479 
        <Item subindex="13" state="empty" error="0" value=""/> 3480 
        <Item subindex="14" state="empty" error="0" value=""/> 3481 
        <Item subindex="127" state="empty" error="0" value=""/> 3482 
        <Item subindex="128" state="empty" error="0" value=""/> 3483 
      </Variable> 3484 
      <Variable variableId="V_NonSafetyParameter"> 3485 
        <Item subindex="0" state="initial" error="0" value="0"/> 3486 
      </Variable> 3487 
      <Variable variableId="V_FST_DiscrepancyTime"> 3488 
        <Item subindex="0" state="initial" error="0" value="0"/> 3489 
      </Variable> 3490 
      <Variable variableId="V_FST_Filter"> 3491 
        <Item subindex="0" state="initial" error="0" value="0"/> 3492 
      </Variable> 3493 
      <Variable variableId="V_FSP_Authenticity"> 3494 
        <Item subindex="1" state="initial" error="0" value="0"/> 3495 
        <Item subindex="2" state="initial" error="0" value="0"/> 3496 
        <Item subindex="3" state="initial" error="0" value="0"/> 3497 
        <Item subindex="4" state="initial" error="0" value="0"/> 3498 
      </Variable> 3499 
      <Variable variableId="V_FSP_Protocol"> 3500 
        <Item subindex="1" state="initial" error="0" value="0"/> 3501 
        <Item subindex="2" state="initial" error="0" value="1"/> 3502 
        <Item subindex="3" state="initial" error="0" value="100"/> 3503 
        <Item subindex="4" state="initial" error="0" value="444"/> 3504 
        <Item subindex="5" state="initial" error="0" value="0"/> 3505 
        <Item subindex="6" state="initial" error="0" value="0"/> 3506 
      </Variable> 3507 
      <Variable variableId="V_FSP_ParamDescCRC"> 3508 
        <Item subindex="0" state="initial" error="0" value="444"/> 3509 
      </Variable> 3510 
    </VariableInstanceData> 3511 
  </DeviceItem> 3512 
</InvocationInterface> 3513 

F.3.5 Temporary Backchannel File – TBF 3514 

F.3.5.1 General 3515 

The TBF should be transfered by a new transaction of the communication server. This 3516 
transaction is initiated by the Device Tool and can be performed automatically or upon user 3517 
request. Transaction acknowledgements (TAF) should be implemented indicating reception of 3518 
the instance values by the Master Tool or indicating a transaction fault (see F.3.6). 3519 
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Figure F.9 illustrates the activities during Device Tool invocation. 3627 

 3628 

Figure F.9 – Activity diagram for the DDO handling 3629 

The Master Tool shall generate a Device reference for each new instance of a Device, whose 3630 
SDCI Device Identification is registered in the registry as described in Annex F.3.2. This 3631 
reference shall be unique at least within the Master Tool project. It shall be used in the key-3632 
word “DeviceReference” of the TPF and shall not be changed for the lifetime of the Device. 3633 

If the Master Tool supports Conformance Class 3 (see Annex F.8), it can additionally 3634 
generate a Device communication reference for each new Device instance. This reference 3635 
shall be unique within the PC. It shall be used in the keyword “DeviceCommReference” of the 3636 
TPF and shall not be changed for the lifetime of the Device except when copying an entire 3637 
Master Tool project or retrieving a Master Tool project. When the copying is done outside of 3638 
the Master Tool (for example via the Windows Explorer), the Master Tool shall detect the copy 3639 
when opening the project the next time and then issue new, unique Device communication 3640 
references. 3641 

It is the decision of the Master Tool whether the DDO reference is generated whenever a new 3642 
instance is created or upon the first call of the Device Tool after the creation of the DDO. 3643 
When a new instance of a DDO is created in the Master Tool, there is no corresponding DDO 3644 
in the Device Tool at the first Tool invocation. In this case, the Device Tool shall create an 3645 
own instance of the DDO in its own DDO administration. If the user must enter some more 3646 
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data, the Device Tool can start a wizard in order to guide the user. After this step, the 3647 
reference shall be stored in the Device Tool project so that the Tool can select the right DDO 3648 
when it is launched again with the same reference. 3649 

If a DDO is created initially in the Device Tool, the corresponding DDO in the Master Tool 3650 
cannot be created automatically. In this case, the user shall create a new DDO in the Master 3651 
Tool manually. If the Device Tool is now launched in the context of the Master Tool, the 3652 
Device Tool can show a list of unassigned DDOs of the same type and let the user decide 3653 
which DDO of the Device Tool corresponds to the newly created DDO in the Master Tool.  3654 

F.4.3 Copying DDOs 3655 

When a DDO is copied in the Master Tool, only the IODD parameter settings are copied. For 3656 
the new DDO instance, a new DDO reference (DeviceReference, DeviceCommReference) 3657 
shall be generated by the Master Tool. The DDO is not copied in the Device Tool. At the next 3658 
nvocation, a Device Tool can react on this new DDO reference. From the point of view of the 3659 
Device Tool, there is no difference between a copied DDO and a newly created DDO. 3660 

If a complete project is copied in the Master Tool, the DDO references shall not change. Only 3661 
the DeviceCommReferences will be changed by the Master Tool to enable different routing 3662 
info. The Master Tool shall copy all files in the "ProjectRelatedPath" directory to the new 3663 
destination. If a Device Tool is launched from a copied project, it will find all Device Tool 3664 
specific data as within the original project. 3665 

F.4.4 Moving DDOs 3666 

If a DDO is moved in the Master Tool to another location within the same project, the Device 3667 
reference shall not change. 3668 

In order to react in the Device Tool upon moved Devices besides the selected Device, the 3669 
option "UsesMultipleDeviceInformation" shall be used. 3670 

F.4.5 Deleting DDOs 3671 

If a DDO is deleted in the Master Tool, the corresponding DDOs in the Device Tool should 3672 
normally also be deleted. This cannot be done automatically due to a missing unique storage 3673 
model (save, undo...) for all Tools (see Annex F.4.1). 3674 

The Master Tool provides a list of used Device references in the TPF. This list can be 3675 
interpreted by the Device Tool to find out, which DDOs of the same PLC in the Device Tool 3676 
project are no more part of the TPF. If one or more DDOs are missing in the TPF, the Device 3677 
Tool can now ask the user which DDOs to delete automatically or to keep internally as 3678 
unassigned DDOs for a later reuse. Since this behavior of the Device Tool is optional, it shall 3679 
be described in its PID file with feature name “SupportsObjectDeletion”. 3680 

If a Device Tool does not implement this functionality, the Master Tool shall display a 3681 
message informing the user that these changes shall be made manually in the Device Tool. 3682 

F.5 Communication Interface 3683 

F.5.1 General 3684 

As already explained in Annex F.1, there is no seamless communication solution for stand-3685 
alone Device Tools such as "Dedicated Tools" for functional safety in IO-Link so far. The only 3686 
possibility in the past has been a separate point-to-point communication connection, for 3687 
example RS232, USB, or alike, between a Device and a PC running the Device Tool software. 3688 
Each of these connections requires appropriate driver software with different programming 3689 
API for the Device and for the different PC communication interfaces. 3690 

This leads to the problem that a Device Tool either can work only with one particular 3691 
communication interface or that the Device Tool has to implement different APIs for Device 3692 
driver integration. 3693 

Another problem in a plant is that the network structure often requires communication across 3694 
network boundaries (Routing). Due to the many fieldbuses and different communication 3695 
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Fault Description System reaction 
or attributes shall be ignored. 

XML structure of TPF file 
not valid 

The TPF file generated by the 
Master Tool does not validate with 
the XML Schema in Annex F.9.3 

The Device Tool should only show an error 
message if required schema elements or 
attributes are missing. All unknown elements 
or attributes shall be ignored. 

Device Tool cannot be 
invoked 

When the operation system is 
instructed to create a new process 
(Tool invocation) the function 
returns an error code.  
Reason could be that the path of 
the exe file in the system registry 
is incorrect. 

Master Tool shall show an error message (Tool 
cannot be invoked) with the name and path of 
the exe file. 

CommunicationServer 
object cannot be created. 
See F.5.6 

The "CoCreateInstance" function 
returns an error code when an 
object with the ProgID of the TPF 
should be instantiated. 

The Device Tool should show an error 
message. 

TPF file not deleted by the 
Device Tool 

The TPF file was not removed by 
the Device Tool as described in 
Annex F.3.1 

Master Tool should delete the TPF file when it 
is launched (garbage collection). If the file 
cannot be deleted, the Master Tool should not 
show an error message. 

DeviceCommReference not 
valid (Communication 
channel cannot be estab-
lished). See Annex F.5. 

Device Tool is using a not existing 
DeviceCommReference in the 
Master Tool. 

The Device Tool should show an error 
message. 

 3853 

F.7 Compatibility 3854 

F.7.1 Schema validation 3855 

XML documents can easily be validated with the help of standard parsers and schema files. If 3856 
the structure of an XML document does not follow the rules defined in the corresponding 3857 
schema, the XML parser rejects the document. This is not very practical if Tools with different 3858 
versions of DTI files shall work together since a newer XML document cannot be processed 3859 
by previous software. 3860 

In order to implement a robust model, the Master Tool and the Device Tools shall ignore any 3861 
XML attributes or elements not recognizable in a valid XML document. This means that XML 3862 
schema validation shall not be used. The schema files in Annex F.9 are for information 3863 
purposes only. 3864 

The installation program of the Device Tool can always install the newest PID file version. The 3865 
Master Tool shall ignore any unknown XML attributes or elements. 3866 

F.7.2 Version policy 3867 

If it is necessary to modify the structure definition of a TPF with the result that a new version 3868 
of the invocation interface is defined, the Master Tool shall ensure that the right version of the 3869 
TPF is created. That means it shall use an earlier version of the structure if the Device Tool is 3870 
only able to support the earlier version. 3871 

The PID file version of the Device Tool determines the newest supported version of the 3872 
corresponding Device Tool. See Annex F.3.3 for details. 3873 

If a Device Tool supports a newer version than the Master Tool, the Master Tool uses its 3874 
newest TPF version. In this case the Device Tool shall work with the old schema version. 3875 

F.8 Scalability 3876 

F.8.1 Scalability of a Device Tool 3877 

The manufacturer of a Device Tool can choose to support different function levels of DTI as 3878 
shown in Table F.7. 3879 
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Table F.7 – DTI conformance classes 3880 

Conformance Class Description 

C1 
(Navigation) 

Setup program creates system registry entries as described in Annex F.3.2. This 
allows the user to invoke the Device Tool from the context of a selected Device in the 
Master Tool without any impact on an existing Device Tool itself. 

C2 
(Parameter transfer) 

The Device Tool uses the information of the TPF. In this case, for example, the Tool 
is able to read FST parameter instances or to use a communication address for its 
proprietary communication channel. This way, the user can be relieved from multiple 
entries. The implementation effort is limited to evaluation of the TPF file for internal 
initialization of the Device Tool. 

C3 
(DTI communication with 

optional backchannel) 

The full functionality is available if the Device Tool uses the DTI Communication 
Server. This component enables the Tool to manage all network boundaries 
implemented by the Master Tool. In this case the Device Tool shall support the 
IFdtCommunication/IFdtCommunicationEvents/IFdtCommunicationEvents2 interface. 
In case of the backchannel option, the Master Tool uses the information of the TBF. 
In this case, for example, the Tool is able to read FST parameter instances or to use 
the I/O Process Data description. This way, the user can be relieved from multiple 
entries. The implementation effort is limited to evaluation of the TBF file for internal 
processing of the Master Tool. 

 3881 

Table F.8 shows the DTI relevant features of a Device Tool. 3882 

Table F.8 – DTI feature levels of Device Tools  3883 

Function Annex Conformance Class Feature Name for PID file 

Make system registry entries F.3.2 C1 – 

Provide PID file during 
installation procedure 

F.3.3 C1 – 

Avoid multiple program 
instances 

 C2 – 

Interpret TPF F.3.4 C2 – 

Delete TPF F.3.7.2 C2 – 

Supports deletion of DDOs not 
in TPF  

F.4.5 C2 – optional feature SupportsObjectDeletion 

Use the Communication 
Server interface 

 C3 – 

 3884 

F.8.2 Scalability of a Master Tool 3885 

A Master Tool shall support all DTI feature levels/conformance classes. 3886 

 3887 

F.8.3 Interactions at conformance class combinations 3888 

Table F.9 defines how a Master Tool and a Device Tool shall interact depending on their 3889 
conformance class. 3890 

Table F.9 – Interactions at conformance class combinations  3891 

Master Tool Device Tool Interaction 

C2 or C3 C1 Device Tool is launched, no parameters are passed.  
The Master shall not generate a TPF because it would not be deleted by the 
Device Tool. 

C2 or C3 C2 Device Tool is launched, Parameters are passed through TPF. 

C2 C3 Device Tool is launched, Parameters are passed through TPF. 

C3 C3 Device Tool is launched, Parameters are passed through TPF. 
Communication via Communication Server is possible. 
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F.9 Schema definitions 3892 

F.9.1 General 3893 

The schema definitions in this Annex F.9 are for information only (see Annex F.7.1). 3894 

F.9.2 Schema of the PID 3895 

Figure F.16 shows the XML schema of the Program Interface Description file. 3896 

 3897 

Figure F.16 – XML schema of the PID file 3898 

Figure F.16 is based on the XML code as follows: 3899 

<?xml version="1.0" encoding="UTF-8"?> 3900 
<xsd:schema xmlns="http://www.io-link.com/DTI/2017/02/PID" xmlns:prim="http://www.io-link.com/DTI/2017/02/Primitives" 3901 
xmlns:xsd="http://www.w3.org/2001/XMLSchema" targetNamespace="http://www.io-link.com/DTI/2017/02/PID" 3902 
elementFormDefault="qualified" attributeFormDefault="unqualified" version="1.0"> 3903 
  <xsd:import namespace="http://www.w3.org/XML/1998/namespace"/> 3904 
  <xsd:import namespace="http://www.io-link.com/DTI/2017/02/Primitives" schemaLocation="DTI-Primitives1.0.xsd"/> 3905 
  <xsd:element name="DocumentInfo"> 3906 
    <xsd:complexType> 3907 
      <xsd:attribute name="version" use="required"> 3908 
        <xsd:simpleType> 3909 
          <xsd:restriction base="xsd:string"> 3910 
            <xsd:pattern value="V\d+(\.\d+){1,7}"/> 3911 
          </xsd:restriction> 3912 
        </xsd:simpleType> 3913 
      </xsd:attribute> 3914 
    </xsd:complexType> 3915 
  </xsd:element> 3916 
  <xsd:element name="ToolDescription"> 3917 
    <xsd:complexType> 3918 
      <xsd:attribute name="lang" type="xsd:string" use="required"/> 3919 
      <xsd:attribute name="name" type="xsd:string" use="required"/> 3920 
      <xsd:attribute name="description" type="xsd:string" use="required"/> 3921 
    </xsd:complexType> 3922 
  </xsd:element> 3923 
  <xsd:element name="InvocationPrefix"> 3924 
    <xsd:complexType> 3925 
      <xsd:attribute name="name" use="required"> 3926 
        <xsd:simpleType> 3927 
          <xsd:restriction base="xsd:string"/> 3928 
        </xsd:simpleType> 3929 
      </xsd:attribute> 3930 
    </xsd:complexType> 3931 
  </xsd:element> 3932 
  <xsd:element name="General"> 3933 
    <xsd:complexType> 3934 
      <xsd:sequence> 3935 
        <xsd:element ref="ToolDescription" maxOccurs="unbounded"/> 3936 
        <xsd:element ref="InvocationPrefix" minOccurs="0"/> 3937 
      </xsd:sequence> 3938 



IO-Link Safety with SMI – 156 – Version 1.1 

      <xsd:attribute name="vendorName" type="xsd:string" use="required"/> 3939 
    </xsd:complexType> 3940 
  </xsd:element> 3941 
  <xsd:element name="EntryPoints"> 3942 
    <xsd:complexType> 3943 
      <xsd:sequence> 3944 
        <xsd:element name="EntryPoint" maxOccurs="unbounded"> 3945 
          <xsd:complexType> 3946 
            <xsd:complexContent> 3947 
              <xsd:extension base="prim:ObjectT"> 3948 
                <xsd:sequence> 3949 
                  <xsd:element name="InfoText" maxOccurs="unbounded"> 3950 
                    <xsd:complexType> 3951 
                      <xsd:attribute name="lang" type="xsd:string" use="required"/> 3952 
                      <xsd:attribute name="name" type="xsd:string" use="required"/> 3953 
                      <xsd:attribute name="description" type="xsd:string" use="required"/> 3954 
                    </xsd:complexType> 3955 
                  </xsd:element> 3956 
                </xsd:sequence> 3957 
                <xsd:attribute name="id" type="prim:IdT" use="required"/> 3958 
              </xsd:extension> 3959 
            </xsd:complexContent> 3960 
          </xsd:complexType> 3961 
        </xsd:element> 3962 
      </xsd:sequence> 3963 
    </xsd:complexType> 3964 
  </xsd:element> 3965 
  <xsd:element name="ConformanceClass"> 3966 
    <xsd:complexType> 3967 
      <xsd:attribute name="name" use="required"> 3968 
        <xsd:simpleType> 3969 
          <xsd:restriction base="xsd:string"> 3970 
            <xsd:enumeration value="C1"/> 3971 
            <xsd:enumeration value="C2"/> 3972 
            <xsd:enumeration value="C3"/> 3973 
          </xsd:restriction> 3974 
        </xsd:simpleType> 3975 
      </xsd:attribute> 3976 
    </xsd:complexType> 3977 
  </xsd:element> 3978 
  <xsd:element name="ProgramInterface"> 3979 
    <xsd:complexType> 3980 
      <xsd:sequence> 3981 
        <xsd:element ref="DocumentInfo"/> 3982 
        <xsd:element ref="General"/> 3983 
        <xsd:element ref="EntryPoints"/> 3984 
        <xsd:element ref="ConformanceClass"/> 3985 
      </xsd:sequence> 3986 
    </xsd:complexType> 3987 
  </xsd:element> 3988 
</xsd:schema> 3989 

 3990 

F.9.3 Schema of the TPF 3991 

Figure F.17 shows the XML schema of the Temporary Parameter File. 3992 
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 3993 

Figure F.17 – XML schema of the TPF  3994 

Figure F.17 is based on the XML code as follows: 3995 

<?xml version="1.0" encoding="UTF-8"?> 3996 
<InvocationInterface xmlns="http://www.io-link.com/DTI/2017/02/TPF" xmlns:xsi="http://www.w3.org/2001/XMLSchema-3997 
instance" xmlns:prim="http://www.io-link.com/DTI/2017/02/Primitives" xsi:schemaLocation="http://www.io-3998 
link.com/DTI/2017/02/TPF IOsafe_TPF_Schema_20170225.xsd"> 3999 
  <General currentLanguage="en" commServerProgID="DTI.MyCommunicationServer" 4000 
projectRelatedPath="\\ServerName\ShareName\Projects" masterId="444444" masterName="CPU-1" portId="0" portName="P1-4001 
4" schemaPath="d:\dti\schema" displayNameEs="MyMTName" busCategory="IOLink" selectedEntryPoint="1" 4002 
conformanceClass="C3"/> 4003 
  <DeviceItem reference="Project1/Network2/Device3/1897212" commReference="Controller3/Gateway7/Unit4" vendorId="335" 4004 
deviceId="6553616" productId="SafetyDeviceVariant" usedConfigFile="d:\IODDfiles\IO-Link-SafetyDevice-20170225-4005 
IODD1.1.xml" usedConfigFileCRC="1946410459"> 4006 
    <VariableInstanceData> 4007 
      <Variable variableId="V_DirectParameters_1"> 4008 
        <Item subindex="0" state="empty" error="0" value=""/> 4009 
        <Item subindex="1" state="empty" error="0" value=""/> 4010 
        <Item subindex="2" state="empty" error="0" value=""/> 4011 
        <Item subindex="3" state="empty" error="0" value=""/> 4012 
        <Item subindex="4" state="empty" error="0" value=""/> 4013 
        <Item subindex="5" state="initial" error="0" value="17"/> 4014 
        <Item subindex="6" state="empty" error="0" value=""/> 4015 
        <Item subindex="7" state="empty" error="0" value=""/> 4016 
        <Item subindex="8" state="empty" error="0" value=""/> 4017 
        <Item subindex="9" state="empty" error="0" value=""/> 4018 
        <Item subindex="10" state="empty" error="0" value=""/> 4019 
        <Item subindex="11" state="empty" error="0" value=""/> 4020 
        <Item subindex="12" state="empty" error="0" value=""/> 4021 
        <Item subindex="13" state="empty" error="0" value=""/> 4022 
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      <Variable variableId="V_FSP_Authenticity"> 4100 
        <Item subindex="1" state="initial" error="0" value="0"/> 4101 
        <Item subindex="2" state="initial" error="0" value="0"/> 4102 
        <Item subindex="3" state="initial" error="0" value="0"/> 4103 
        <Item subindex="4" state="initial" error="0" value="0"/> 4104 
      </Variable> 4105 
      <Variable variableId="V_FSP_Protocol"> 4106 
        <Item subindex="1" state="initial" error="0" value="0"/> 4107 
        <Item subindex="2" state="initial" error="0" value="1"/> 4108 
        <Item subindex="3" state="initial" error="0" value="100"/> 4109 
        <Item subindex="4" state="initial" error="0" value="444"/> 4110 
        <Item subindex="5" state="initial" error="0" value="0"/> 4111 
        <Item subindex="6" state="initial" error="0" value="0"/> 4112 
      </Variable> 4113 
      <Variable variableId="V_FSP_ParamDescCRC"> 4114 
        <Item subindex="0" state="initial" error="0" value="444"/> 4115 
      </Variable> 4116 
    </VariableInstanceData> 4117 
  </DeviceItem> 4118 
</InvocationInterface> 4119 
 4120 

F.9.4 Schema of the TBF 4121 

Figure F.18 shows the XML schema of the Temporary Backchannel File. 4122 

 4123 

Figure F.18 – XML schema of a TBF  4124 

Figure F.18 is based on the XML code as follows: 4125 

<?xml version="1.0" encoding="UTF-8"?> 4126 
<xsd:schema xmlns="http://www.io-link.com/DTI/2017/02/TBF" xmlns:prim="http://www.io-link.com/DTI/2017/02/Primitives" 4127 
xmlns:xsd="http://www.w3.org/2001/XMLSchema" targetNamespace="http://www.io-link.com/DTI/2017/02/TBF"> 4128 
  <xsd:import namespace="http://www.io-link.com/DTI/2017/02/Primitives" schemaLocation="DTI-Primitives1.0.xsd"/> 4129 
  <xsd:element name="VariableInstanceData"> 4130 
    <xsd:complexType> 4131 
      <xsd:sequence> 4132 
        <xsd:element ref="Variable" maxOccurs="unbounded"/> 4133 
      </xsd:sequence> 4134 
    </xsd:complexType> 4135 
  </xsd:element> 4136 
  <xsd:element name="Variable"> 4137 
    <xsd:complexType> 4138 
      <xsd:sequence> 4139 
        <xsd:element ref="Item" maxOccurs="unbounded"/> 4140 
      </xsd:sequence> 4141 
      <xsd:attribute name="variableId" type="xsd:string" use="required"/> 4142 
    </xsd:complexType> 4143 
  </xsd:element> 4144 
  <xsd:element name="Item"> 4145 
    <xsd:complexType> 4146 
      <xsd:attribute name="value" type="xsd:string" use="required"/> 4147 
      <xsd:attribute name="subindex" use="required"> 4148 
        <xsd:simpleType> 4149 
          <xsd:restriction base="xsd:unsignedShort"> 4150 
            <xsd:maxInclusive value="255"/> 4151 
          </xsd:restriction> 4152 
        </xsd:simpleType> 4153 
      </xsd:attribute> 4154 
      <xsd:attribute name="state" use="required"> 4155 
        <xsd:simpleType> 4156 
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H.3 Safety function response time 4361 

Safety manuals of FS-Master shall provide information on how to determine the safety 4362 
function response time for OSSDe and for communication modes. 4363 

H.4 Duration of demands 4364 

Short demands of FS-Devices may not trip a safety function due to its chain of independent 4365 
communication cycles across the network. Therefore, a demand shall last for at least two SCL 4366 
(SPDU) cycles. 4367 

H.5 Maintenance and repair 4368 

FS-Devices can be replaced at runtime. Restart of the corresponding safety function is only 4369 
permitted if there is no hazardous process state and after an operator acknowledgment. 4370 

H.6 Safety manual 4371 

FS-Masters and FS-Devices shall provide safety manuals according to the relevant national 4372 
and international standards, for example IEC 61784-3-0, Edition 3. 4373 

Manufacturer/vendor of FS-Masters and/or FS-Devices shall specify appropriate mitigation 4374 
means in the safety manual for the deployment of IO-Link Safety components in harsh 4375 
industrial environment such as in EMC zones B and C according to IEC 61131-2.   4376 

Manufacturer/vendor of FS-Masters and/or FS-Devices shall define all constraints for the 4377 
operation of OSSD devices or FS-Devices in OSSDe mode within their safety manuals. 4378 

Manufacturer/vendor of FS-Masters and/or FS-Devices shall define all constraints for the 4379 
operation of FS-Devices in communication mode within their safety manuals such as 4380 
limitations with respect to storing elements, inductive or optical couplers, and alike. 4381 

Manufacturer/vendor of FS-Masters and/or FS-Devices shall define the maintenance rules 4382 
with respect to the PFH-Monitor (see Table 41). 4383 
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Annex I 4384 

(normative) 4385 

 4386 

Assessment  4387 

I.1 General 4388 

Functional safety assessments can only be performed if hardware and software are provided. 4389 
Thus, the actual assessment of IO-Link Safety can only comprise a concept approval as a 4390 
precondition for the conformity of implementations. This can result in precertified development 4391 
kits to save time and effort.  4392 

I.2 Safety policy 4393 

In order to prevent and protect the manufacturers and vendors of FS-Masters and FS-Devices 4394 
from possibly misleading understandings or wrong expectations and gross negligence actions 4395 
regarding safety-related developments and applications the following shall be observed and 4396 
explained in each training, seminar, workshop and consultancy. 4397 

• Any non-safety-related device automatically will not be applicable for safety-related 4398 
applications just by using fieldbus or IO-Link communication and a safety communication 4399 
layer. 4400 

• In order to enable a product for safety-related applications, appropriate development 4401 
processes according to safety standards shall be observed (see IEC 61508, IEC 60204-1, 4402 
IEC 62061, ISO 13849) and/or an assessment from a competent assessment body shall 4403 
be achieved. 4404 

• The manufacturer of a safety product is responsible for the correct implementation of the 4405 
safety communication layer technology, the correctness and completeness of the product 4406 
documentation and information.  4407 

• Additional important information about current corrigendums through concluded change 4408 
requests shall be considered for implementation and assessment. This information can be 4409 
obtained from the IO-Link Community. 4410 

I.3 Obligations 4411 

As a rule, the international safety standards are accepted (ratified) globally. However, since 4412 
safety technology in automation is relevant to occupational safety and the concomitant 4413 
insurance risks in a country, recognition of the rules pointed out here is still a sovereign right. 4414 
The national "Authorities" decide on the recognition of assessment reports. 4415 

I.4 Concept approval 4416 

For the approval of the safety concepts of IO-Link Safety the following has been provided by 4417 
the community: 4418 

• This document (specification of IO-Link Safety) 4419 

• Documentation of the modelling, the model checking, and the simulation including fault 4420 
injection of the IO-Link safety communication layer (SCL) 4421 

• Document "Safety considerations" with Functional Safety Management, calculation of 4422 
relevant Residual Error Rates, and software tool chain FMEA 4423 

• Document "Document Management and Working Group rules"  4424 

 4425 
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